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CRITICAL INFRASTRUCTURE PROTECTION ARTICLE REVIEW
This is a review of the article “A Review of Critical Infrastructure Protection Approaches: Improving Security through Responsiveness to the Dynamic Modelling Landscape”. This article is written by multiple authors. The purpose of this article is to attempt to generally define and explain the different methods by which critical national infrastructure protection plans are used and created. This is important due to the devastating effect a compromise in any of the CNIs would have on our nation’s society. 
Article Summary
Critical infrastructure in the United States has become more and more interconnected. In today’s society there is rarely a critical infrastructure component that solely operates independently of at least one other sector. The interconnectedness of the critical infrastructure sectors has come to be known as the system-of-systems. With the new interconnectedness of the critical infrastructure sectors comes increased security risks. The critical infrastructure sectors can only function properly if they are allowed to function without outside entities threatening and following through with threats to them. This has become especially apparent with the internet, as vast and popular as it has become. Every critical infrastructure sector at least somewhat relies on technology systems to operate (Ani, Watson, Nurse, Cook & Maple, 2019, pp. 1-2).
The critical national infrastructure interdependency introduces new challenges in attempting to create a new and effective methods of developing protection systems. The critical national infrastructures have become more dependent on the Internet of Things (IoT) which makes this task even more challenging. One of the methods used is referred to as Modelling and Simulating. This technique of analyzing the development of the protection system takes the purposes, operations, and protocols of multiple critical infrastructure sectors and simulates the interdependency and interactions of the sectors to appropriately recognize the security risks that are going to come about from them (Ani, Watson, Nurse, Cook & Maple, 2019, p. 2).
[bookmark: _Hlk11001385]The method of research used by the authors were very thought out. They solely used the Web of Science as the search tool for all their references. They chose the Web of Science due to numerous benefits and positive reviews on the research that it makes available. Apparently, the Web of Science is very selective of the content that it makes available to users. The authors used search terms mainly associated with “critical infrastructure protection” and came up with 1171 articles originally. Through the use of filtering, the authors were able to narrow the search results down to 131 articles that specifically related to critical infrastructure protection approaches (Ani, Watson, Nurse, Cook & Maple, 2019, p. 3).
There are several methods and techniques of critical infrastructure protection approaches. They all serve the same purpose of finding ways to assess and mitigate security risk and threats. 
 CIP modelling techniques may be classified into; agent-based, system dynamics, empirical, network, economic, and other (equation-based, real-time simulation, and cellular automata) techniques [26]. These may also be combined with additional computational methods such as discrete time-step, continuous time-step, Monte Carlo, decision-trees, geographical information systems, event monitoring, and risk management (Ani, Watson, Nurse, Cook & Maple, 2019, p. 3). 
As seen from the long quote above, there are many different ways to attempt to mitigate and analyze the potential security risks associated with the protection of critical national infrastructure sectors. This is important due to the fact that failure to protect the CNIs could result in catastrophic disruption in the important functions provided by the critical infrastructure sectors (Ani, Watson, Nurse, Cook & Maple, 2019, p. 3).
	 One of the most commonly accepted methodology and technique for assessing and mitigating security risks and threats is the National Infrastructure Protection Program Risk Management Framework. In this NIPP-RMF the three elements of critical infrastructure are physical, cyber, and human elements. The framework is as follows: set goals and objectives, identify infrastructure, assess and analyze risks, implement risk management activities, and measuring effectiveness. After this entire process is went though the information is shared and recycled back into the system for further refinement. One of the main goals of almost all methodologies and techniques for analyzing and mitigating security risks and threats are to increase the resiliency of the critical national infrastructure sectors. To be resilient is to better be able to recover from or adapt to critical infrastructure security crises. If we continually make assessments and analyze risk and threats to the critical national infrastructure sectors then when something does happen that compromises one of the sectors, then the nation as a whole will be able to recover faster after an incident (Ani, Watson, Nurse, Cook & Maple, 2019, p. 4).
	There are dozens of methodologies and techniques of risk management and analysis. The most popular of which are agent-based, system-based, network-based, and empirical-based modelling techniques. Most of the other modelling techniques and ones that are newly created are made from combining two or more of the above-mentioned techniques. Of the four techniques that are mentioned: the most popular or commonly used system is the empirical-based system (Mussington & United States. Office Of Science And Technology Policy, 2002). The second and third most commonly used systems and methodologies are the dynamics-based and network-based systems. These approaches are the most popular and commonly used due to their direct applicability to coincide with the increasing use of the Internet of Things. A large majority of the critical national infrastructure risk management approaches are concerned with the energy sector, the transportation sector, the waste and waste-water sector, and the chemical sector. This is due to the fact that every other critical infrastructure, in some way, relies on these sectors (Ani, Watson, Nurse, Cook & Maple, 2019, p. 7).
[bookmark: _Hlk11007214]	There is a greater popularity in the use of empirical-based systems of modelling techniques for the critical infrastructures. The empirical-based systems and risk management, identification, and control implementation are the most widely used. The two sectors that have been known to draw the most concern from the critical infrastructure protection program developers are the energy and transportation sectors due to the heavy reliance on these two sectors by several of the other sectors. These two sectors also offer the highest criticality if a compromise would be made with them (Ani, Watson, Nurse, Cook & Maple, 2019, p. 9).
Critique of the Article
[bookmark: _Hlk11009464]	This article has both its strengths and its weaknesses as do most articles that exist. Firstly, this article sets out to describe and explain the different methodologies and modelling techniques that are used to assess and mitigate risks in security and security threats (Mccorb, 2011). This article “A Review of Critical Infrastructure Protection Approaches: Improving Security Through Responsiveness to the Dynamic Modelling Landscape” is attempting to analyze the different ways that the producers of risk assessment mitigation strategies actually identify, assess, and implement controls of threats to the critical national infrastructure sectors of the United States (Ani, Watson, Nurse, Cook & Maple, 2019, p. 1).
	The way in which the multiple authors attempt to do this is by systematically breaking down all the different resources. After a very thorough introduction into what the issue is, and the importance of the issue, the authors expand on how they found their research. They tell you that they used the web resource known as the Web of Science. According to the authors, this research and resource tool is highly credited and produces only accurate results. This research tool is said to only use credible resources and is very selective on the material that it makes available to its users. This seems as though it can be very beneficial to the writing of a paper that is very research dependent such as the article that I am reviewing. After describing the research tool and its benefits, the authors then go ahead and describe the method by which they filtered through all of the search results to find only the most pertinent of articles. They first started out by using terms related to critical infrastructure protection (Forest, 2006). These search results came up with 1171 search results. They filtered through these results by finding only the articles that actually had to do with the protection of critical infrastructure components and ended up with only 303 articles left. Of the 303 articles the authors then went through and filtered these articles by only keeping the articles that had to do with the approaches of risk management and critical infrastructure modelling techniques. After this final filter they ended up with 131 articles that, very specifically, pertained to the subject that the authors were focused on. So, from the beginning of the article I can clearly see that a thorough attempt was made by all of the authors to only use relevant data and research (Ani, Watson, Nurse, Cook & Maple, 2019, p. 3).
	The framework of this article is largely based upon the use of statistics. The use of statistics in research does have the benefit of being precise. The use of statistics clearly shows what the author is attempting to portray, through the use of numbers and percentages. One disadvantage to using statistics is the accuracy of the statistics. The authors did only use scholarly and relevant articles found from the research tool known as the Web of Science; however, the authors have to depend on the statistics found in their references to be accurate. A lot of the statistics that the authors use in their article are largely created by themselves. The statistics that they use in their article are portraying the differences in popularity and uses of the various forms of modelling techniques that are used in critical infrastructure protection programs (Ani, Watson, Nurse, Cook & Maple, 2019, p. 5).
	The central concepts in the article are very clearly defined. However, the use of as many statistics as they authors used can make the information a little difficult to comprehend. They attempt to stuff almost all of the statistical information into a little more than one of their pages. The authors, in addition to the vast array of statistics, also stuff multiple different graphs into the little more than one page they attempted to use for this portion of their article. It takes a lost of time to sift through the statistics and the graphs and charts to pull the pertinent information out of it (Ani, Watson, Nurse, Cook & Maple, 2019, p. 5). 
	Aside from the almost overuse of the statistics and graphs and charts, the authors do a good job in iterating the concepts that they want to portray in their article. The article is written in a way that shows that the article itself was not split up into sections and given to the different authors to write. The article is written in such a way that makes the reader believe that the entire article was written and screened by all of the authors, which makes the article more credible. The one downside of the article is that, in its description of the many methods of modelling techniques, it only offers a very general overview. My summary of the article, as stated above, very nearly gives the same understanding of each of the modelling techniques. It offers many different methods by which the task is done but does little to nothing to describe them. Another fault it has for lack of clarity is the use of as many acronyms. The authors use several acronyms and only offers a few explanations as what the acronyms actually stand for. The vast array of acronyms present in the article are largely uncounted for in regard to an explanation (Ani, Watson, Nurse, Cook & Maple, 2019, pp. 4-6). 
	The authors offer adequate evidence that support the concepts and information that they are attempting to portray in their article. They want to offer a description of all the different ways in which the critical infrastructure protection programs and plans, and risk management implementation strategies are created (United States. Government Accountability Office, 2008). They do this very thoroughly though the use of their strict filtering of resources and explanations of which methods and modelling techniques are the most widely used. The authors also offer speculation into the reasoning as to why such approaches are most widely used. 
Conclusion
This article “A Review of Critical Infrastructure Protection Approaches: Improving Security Through Responsiveness to the Dynamic Modelling Landscape” does offer an advancement in the knowledge in the field of homeland security. It provides many different ways that have been created to analyze and assess risk and how to create critical national infrastructure protection plans. In addition to providing as many different methods as it does, the authors offer an explanation as to which methods and modelling techniques are the most widely used. The article also explains which of the critical national infrastructure sectors are the most widely concerned about. As it turns out, the energy and the transportation sectors are the most widely concerned about due to their high interconnectedness which all of the other CI sectors. I now know that if I were to require a protection plan for one of these sectors that I could at least find several templates for a security plan. Conversely, I now know that if I need to create a plan for the protection of the food and agriculture sector that I am not going to have as easy of an effort in finding a template for such a plan. 
After reading through and reviewing this article, I would recommend it to a friend or colleague for a reference. The concepts and ideas that are brought about in this article are very specific. The need for this type of information is going to be held by only an equally specific group of people. This article would be recommended for a reference due to its highly critical use of specific resources. The aforementioned method by which the authors chose which references to use is a clear indication of the accuracy of the entire article and the effort that was put into it.
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